C12)INIERNATIONAT APPLICATION PUBLISHED UNDER THEPAIENI COOPERAIION TREATY (PCT) 



(19) World Intellectual Prt)perty 

Organization 

International Bureau 




(43) Inteiitational Publication Date (10) International Publication Number 

1 September 2005 (01,Q9.2005) PCT WO 2005/081086 Al 



(51) IntcrnationaJ Patent Classification^: 606F 1/00 17/60 

(21) International Application Numbei: 

PCI/EP2004/005398 

(22) Inleinationaf Filing Date: 25February 2004(25 02 2(X)4) 

(25) Filing Language: English 

(26) Publication Language: Oaglish 

(71) Applicant (for all designated States except US): AC- 
CENIURE GLOBAL SERVICES GMBH [CH/CH]; 
Geschaftshaus Ilenenhackei 15, CH-8200 Schaffliausen 
CCH) 

(72) Inventors; and 

(75) Inv€ntois/Applicant&f/t>^ US only)i NARESSI, Alexan- 
dre [FR/PR]; Residence Le MontJoli, 340, route de Saint- 
Jean, F-06600 Antibes (FR).. FAUVET, Patrice [FR/FR]; 
Villa Romaine, 27bis, rue du Pont Saint Victor F-06400 
Cannes (FR) 

(74) Agent: CAIUNET IVUCHEL DE BEAUMONT: 1, lue 
Champollion, F-380(X) Grenoble (FR) 



(81) Designated States {unless otherwhe indicated for every 
kind of fiational protection ava'dabte): AE, AG, AL, AM, 
AI, AU AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CM, CN, 
CO CR, CU, CZ, DE, DK, DM, DZ, EC EE, EG, ES, FI, 
GB, GD, GE, GH, GM, HR, HU, ID, li, TN, IS, JP, KE, 
KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD, 
MG, MK, MN, NrW, MX, MZ, NA, NI, NO, NZ, OM, PG, 
PH, PL, FT, RO, RU SC, SD, SE, SG, SK, SL, SY, T J, T M, 
TN, TR, TT IZ UA, UG, US, UZ, VC, VN, YU, ZA 2M, 

zw 

(84) Designated States (imla^ otherwise indicated, for every 
kind oj regional protection available)! ARIPO (BW, GH, 
GM, KE, LS, MW, MZ, SD, SL, SZ TZ, UG, ZM, ZW), 
Euiasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), Euro- 
pean (AT, BE, BG, CH, CY, C2, DE, DK, EE, ES, FT, FR, 
GB, GR, HU, IE, IT, LU, MC, NL, PT, RO, SE, SI, SK, 
TR), OAPI (BP, BJ, CF; CG, CI, CM, GA, GN, GQ. GW, 
ML, MR, NE. SN, TD, TG) 

Publislied: 

— witk international search report 

For two -letter codes and other abbreviations refer to the ' Guid- 
ance Notes on Code:"* and Abbreviations appearing at the begin- 
ning of each regular issue of the FCI Gazette 



(54) Title: RFTD PROTECTED MEDIA SYSTEM AND METHOD USING COMBINATION OF RFID ENABLED OBTECTS 



OC 

o 



24 38 

I ^ 1 

MEDIA X+Y+Z CONTENT SERVICE PROVIDER X+Y^y^ 

ir — 



1104' 



VIRTUAL 
TAGZ. 



CONTENT PLAYER 
TIMING LOGICT 




N-V 



1106 



N ETWORK ELEME NT 
I TIMING LOGIC 



1100 1102 



(57) Abstiact: A system for selecting digital content from at least one content souice ern ploys a plurality of RFID enabled objects 
that ate read by one or more RFID readers The RFID enabled objects may be, for example, RFID enabled media objects or RFID 
enabled non- media objects, such as any suitable RFID enabled object Specific combinations of RFID tags and RFID enabled ob- 
jects, or RFID enabled media objects provide access to more (or different) digital content than the same t^s provide alone A method 
includes contactlessly reding a plurality of RFID tags associated with a plurality of RFID enabled objects to obtain a plurality of 
RFID tag information and determining whether each of the read plurality of RFID tag information has been read within a suitable 
time period with respect to each other. If so the method includes sending the read plurality of RFID tag information for receipt by 
a content delivery authorization unit to determine if downloadable content is available for download 
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RFXD PROTECTED MEDIA SYSTEM AND METHOD USING COMBINATION OF RFID ENABLED OBJECTS 

FIELD OF THE INVENTION 
The invention i elates geneially to ladio fiequency identification (RFID) tag based 
5 systems and methods, and moie particularly to RJFED tag deviceS:, systems and methods that 
allow downloading of media and content . 

BACKGROUND OF THE INVENTION 
Radio fiequency identification tag (RFID) based technology is well known and is 
employed in systems such as those that tiack the location of inventory RFID tags may be 

10 miciochips, oi other suitable stiuctuie and at e typically capable of carr ying infbimation., For 
example, the identification tags oi RFID tags can be an ultiasonic ti ansmittei and the tag 
reader can be the ultrasonic ttansceivei., Upon placing the identification tag in the 
approximate area of the tag r eader transceiver > the tag reader tiansceivei wh elessly r eads the \ 
identification associated with the identification tag.. Other RFID tag systems are also known 

1 5 that allow the RFID reader to induce energy onto the RFID tag which then powers the RFID 
tag which then communicates the RFID tag information to the RFID reader. Accordingly, a 
contact- less wir eless communication can occur ,. 

For example, an RFID tag may be placed on an item and when the item leaves a 
certain location of a stor e an RFID tag reader that is located at the exit of the stor e, or other 

20 suitable location, activates the RFID tag which contains digital information identifying tlie 
product Other uses of RFID tag technology are also known For example, as described in 
US Patent No 6,655,586, RFID tags are embedded on pages of a document. Each of the 
identifier tags identifies the particular page that the person is viewing. By correlating the 
cuii"ently read page to information stor ed in memory, dynamic content corresponding to the 

25 currently read page can be activ^ed, The dynamic content can include, for example, 

controlling the lighting in a room, sound effects in a room, envhonmental conditions in a 
room, 01 other room conditions to allow a reader to get a envhormiental changing effect as a 
book is read In the multi-page document, dynamic coirtent may be associated with certain 
pages of the document, such as if the document is a Sunday paper, and the reader turns to 

30 page 3, the RPID tag may be lead by the RFID tag reader which then causes a computer to 
communicate with a web server and the web server provides a multimedia restaurant 
advertisement on the computer- that may be seen by the r eader of the document. Hence, a 
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piogiammed general purpose computei with an associated tag leadei tiansceivei aie known 
to be employed with RFK) tags that aie embedded in pages of documents. However, such 
systems and devices do not appear to, among other things, inhibit digital piracy or otheiwise 
improve upon how digital media, such as audio and video are purciaased oi acquir ed 
5 Also such systems do not appear to be concerned with the encryption or protection of 

any infbimation as they typically piovide publicly available information to multiple users, 
P oi example, with the increasing number of on-line devices and the incr eased interest in 
downloadable video and audio content, it would be desirable to provide a device, gystenr or 
methods that can potentially improve the way digital media is distr ibuted and played 

10 As such, it is known to piovide content, for- example, thr ough the internet based on 

RFID tags embedded on individual pages of a document. However, known RPID tag based 
systems fliat employ some type of link to dynamic content, such as ad-vertisements on web 
sites, does not appear to provide suitable additional incentive for customers to purchase 
additional RFID enabled objects nor provide a suitable level of customer loyalty that can 

1 5 translate into additional sales and product value 

It would be desirable to have an apparatus, system or method that may provide a 
mechanism that facilitates, among other things, the collection and maintenance of RPID tag 
enabled objects or piovide vendor loyalty incentives which would be extremely valuable to 
online content providers and others 

20 In addition, digital media such as digital video information, inchrding but not Imiited 

to movies, games and other video mfbrmation as well as digital audio rnfoimation such as 
digitally stor ed albums, songs, and other rnfoimation whether they be on DVDs, CD ROMs, 
in the form of MP3 files, oi any other suitable audio or video file can be purchased on-line 
and downloaded fiom a web server when the user enters an account rrumber and password., 

25 Then account may then be billed or they may use a credit car d to pur chase the music 

However, dirs typically requues Ure user to enter long strings of chaiactei^ in a keyboard or 
keypad 

As also known in the art of digital media, CD packages may mclude printed access 
codes for example, a web address, that may be used in order to download exclusive content 
30 such as music, games and backstage material for bands,. However, the unique code is 

typically text that is wr itten on the CD box and a user must then type in the website address 
(e.g. URL) and download the content. However, the CD container need not be present when 
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the user is downloading the infotmation and the user may simply lead the website address 
fiom the CD containei without purchasing the CD. 

Media playeis, such as laptop computers, desld:op computers, personal digital 
assistants, hand-held computers, and other devices may include software media file players 
such as MPS file players, .wma file players and other suitable players to allow a user to listen 
to digital audio files They may also include MPEG decoders oi other suitable video 
decoders that decode digital video content and play them fiom a DVD player that is located, 
for example, in the device. However, to obtain downloadable content, these devices typically 
requhe a user to enter infoimation through some type of user mteiface, such as a keyboard or 
touch screen to obtain remote digital media, such as digital audio and/or digital videos., 

In addition, the size of digital media containers such as DVD cases and CD cases can 
take up valuable shelf space and theit weight can lesult m associated shipping costs . It may 
be desiiable to provide a type of digital media package that does not include a digital storage 
medium such as the CD ROM, DVD or other digital storage medium 

Accordingly, a need exists for a system, device oi method that overcomes one oi moi e 
of the above di awbacks. 

BRIEF DESCRIPTION OF THE DRAWINGS 
The invention will be more readily understood in view of the following description 
when accompanied by the below figuies and wherein like reference numerals represent like 
elements: 

FIG. 1 is a block diagram illustrating one example of a digital media system in 
accoidance with one embodiment to flie invention; 

FIG. 2 is a flowcliait illustiating one example of a method fox securely obtaining 
content fiom a content source in accoidance with the one embodiment of the mvention; 

FIG.. 3 is a block diagram illustrating one example of a digital media system in 
accordance with one embodiment of the invention; 

FIG . 4 is a block diagram illustrating various communication sequences in a digital 
media system in accoidance with one embodiment of the invention; 

TIG 5 is a flowchart illustratmg one example of a method of securely obtaining 
content from a content source in accordance with one embodiment to the invention; 

FIG. 6 is a block diagram illusttating one example of a media player display interface 
in accoi dance with one embodiment of the invention; 
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FIG . 7 is a block di^am illustr ating one example of a digital l ights management 
seivice piovidei in accordance with one embodiment of the invention; 

FIG. 8 is a block diagram illustr ating one example of a digital rights management 
seivice piovidet in accordance with one embodiment of the invention; 
5 PIG. 9 is a block diagram illustrating one example of a digital media oi content 

system in accoidance with one embodiment of the invention; 

FIG. 1 0 is a block diagr am illustiating one example of a digital media oi content 
system in accordance with one embodiment of the invention; 

FIG. 1 1 is a block diagiam illnstiating one example of a digital media or content 
1 0 system that utilizes a combination of RJFID enabled objects in accoi dance with one 
embodiment of tlie invention; 

FIG. 12 is a block diagram showing in moie detail the system shown in FIG . 1 1 ; 
FIG,. 13 is a flow chait illustrating one example of a method foi obtaining at least one 
of digital media content and content from at least one content sour ce; 
1 5 FIG 1 4 is a diagi ammatic illus1:i ation of one example of a content i egisti y database in 

accoidance with one embodiment of thte invention; 

FIG 15 is a block diagi am illusti ating one example of a digital audio and/oi video 
playing system in accoidance with one embodiment to the invention; 

FIG . 16 is a flowchart illusttatixig one example of a method foi providing digital audio 
20 and/oi video media content in accordaxice with one embodiment to the invention; 

FIG,. 17 is a block diagram illustrating one example of a digital media or content 
system in accordance with one embodiment of the invention; 

FIG. 1 8 is a block diagiam illustiating one example of a digital media oi content 
system in accordance with one embodiment of the invention; 
25 FIG. 19 is a block diagram illustrating one example of a digital media oi content 

system in accoidance with one embodiment of the invention; 

FIG, 20 is a block diagram illustrating one example of a digital media or- content 
system in accoi dance with one embodiment of the invention; 

FIG. 21 is a block diagiam illu.stiating one example of a digital media oi content 
30 system in accoidance with one embodiment of the invention; 

FIG. 22 is a block diagiam ilkistrating one example of a digital media oi content 
system in accoidance with one embodiment of the invention; 
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FIG. 23 is a block diagian^ illustiating one example of a digital media oi content 
system in accordance with one embodiment of the invention; 

FIG,. 24 is a block diagi ani illustiating one example of a digital media ot content 
system in accordance with one embodiment of the invention; and 
5 FIG,. 25 is a block diagi am illusti ating one example of a digital media or content 

system in accordance with one embodiment of the invention. 

DETAIIED DESCRIPTION OF IHE PREFERRED EMBODIMENT 
Biiefly, a system foi selecting digital content fiom at least one content source 
employs a pluiality of RFID enabled objects that aie lead by one oi more RFID readers.. The 

10 EFID enabled objects may be, for example, RFID enabled media objects oi RFID enabled 
non-media objects, such as any suitable RFID enabled object. In this embodiment, specific 
combinations of RFID tags and RFID enabled objects, or RFID enabled media objects 
provide access to more (oi different) digital content than the same tags provide alone. 
Accordingly, the combination of Rf ID tags may indicate to a network element (e .g., ser-ver or 

15 other element), such as a digital rights management service provider or other network 

element, that a different mix of media or content should be authorized for download by a 
content playing device, such as a media playing device oi other- suitable device . For example, 
two RFID enabled objects that are placed neai the RFID reader (such as a media playing 
device or other device) are read and the combination of the content IDs are interpr eted by the 

20 net-work element to mean that content (oi media) other than the content (or media) noimally 
sent in cormection with each of the content IDs individually should now be approved fox 
access by the content playing device. Such a system can be advantageous, for example., to 
enhance customer loyalty and improve the sales of products where, for example, an owner 
may be rewarded by obtaining a plurality of RFID enabled media objects or RFID enabled 

25 objects. For example, bonus content may be available when two or moi« media objects are 
owned and placed for detection by the media playing device 16 as opposed to a single media 
object The bonus content and services can be changed over time and get updated 
dynamically by the network element, such as by updating database entries tlirough an user 
interface. 

30 One example of wher e the system can be employed may be where the media object 

represents one episode of a movie tr ilogy and a second media object represents the second 
movie of a movie trilogy. The owner may pla.y the movies individually by placing the 
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individual media objects near the enhanced media playei When the last episode is leleased, 
and the owner purchases the media object associated with the thiid movie of the trilogy and 
hence completes his collection, the usei downloads the thii d episode by placing the last 
puichased RF'ID tagged media object near the enhanced media player. However, by 
5 simultaneously or sequentially placing all thiee RFID tagged objects on or near the enhanced 
media playing device, the ownei gets instant access to bonus media and/oi content such as 
alternate movie scenes, actor interviews oi any othei suitable bonus content whether it be 
enciypted media oi unencrypted information. As such, specific combinations of RFID 
enabled objects including non-media objects, may provide access to diJEFeient digital r ights 

1 0 than those that the same obj ects pi ovide alone 

In addition, the combination of RFID enabled objects may be presented to the RFID 
leadei in a certain sequence or order wherein the sequence of RFID enabled objects as 
presented to the media playing device indicates different media content For example, a set 
of media objects sold separately may, when assembled in a certain way, provide access to 

15 pai ticulai media oi content but by assembling them in a different way, pi ovide access to other 
media or content The resulting media oi content is evoked by the sequence of presenting tire 
media objects to the RFID reader oi readers of the media or content playing device . As such, 
not only does the combination indicate different media accessibility than tlie objects alone, 
but the arrangement (e, g. sequence) of the combined, RFID enabled objects may also indicate 

20 different digital rights oi access to differ ent media oi content 

In another embodiment, digital media playing system includes, in one embodiment^ a 
digital video and/or audio media object, such as a portable digital media container adapted to 
hold one or more digital storage mediums, that includes a radio ftequency identification tag 
contaming RFED tag information. The digital media playing system also includes a tnisted 

25 media content playing device that has a radio frequency identification tag reader opeiatively 
coupled therewith, to r ead the RFID tag infor mation from the RFID tag that is located on the 
portable media container The trusted media content playing device securely downloads 
remotely stored audio and/oi video media based on the RFED tag information The RFID tag 
information that is stored in the RFID tag includes, in one embodiment^ enciypted tag 

30 identification information (e.g., tag ID) and unencrypted remote content identification 
information (e g , content ID) as well as, if desired, portable digital media container 
authentication data . By merely placing the container near the trusted media playing device^ 
encrypted media is automatically downloaded fr om a media server', decrypted and played by 
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the tmsted media playing device . No usei inteiaction is necessaiy to obtain digital audio or 
video such as movies, songs, albums oi othei securely pt otected media. Other advantages 
will also be lecognized by tbose having oidinaiy skill in the art . 

The RFBD tag infoimation may be affixed on oi embedded in the portable digital 
5 media container to allov^ contact-less reading by the RPED reader, If desired, the RPID tag 
may also be located on the digital storage medium itself such as on the CD, DVD or other 
suitable storage medium if desired The trusted media content playing device also includes a 
conti oiler operatively r esponsive to tlie RFID information read fiom the poi table digital 
media container and is also operative to retrieve, fiom a device at a remote location, such as a 

10 media content sei vei (e g., web seiver), additional infoimation associated with the portable 
media content stoi age device . The additional information may be for example, but is not 
limited to, encrypted audio and/or video media such as songs, other movie scenes^ extra on- 
line services such as un-enciypted downloadable exclusive content, movie pieviews, Iyiics> 
video clips, news relating to the digital content, access to chat and forum meetings, photo 

15 albums, special offers oi any othei suitable additional information that is not contained in the 
storage medium itself oi on the digital media container. The media content playing device is 
operative to play audio and/or video that is retrieved fiom the remote location or that is 
contained on the medium that is associated with (such as contained in) the portable media 
container 

20 By way of example and not limitation, the media content playing device may be for 

example, a hi-fi receiver, laptop computer, cable set top box, or othei suitable device having a 
housing with a radio fi*equency identification tag leader- operatively coupled therewith 
whetlier internal or external to the housing. Por example where the media content playing 
device is a ster eo r eceiver with a display and a CD drive^ a user may play the CD and use the 

25 CD case which includes tlie RFID tag and places the empty CD case on the enhanced stereo 
r eceiver which contains the RFID tag reader and m^y instantly be presented^ such as on tiie 
display, with extra on-line services such as access to other encrypted songs that the artist did 
not r elease on the CD, un-eticiypted video clips of the artist, or" other information fiom a web 
service provider (e g. , server) In addition, encrypted digital media, such as other audio oi 

30 video may be downloaded fiom a media server but orrly if digital lights management criteria 
has been met. This provides security and thwarts piracy of digital audio and video 
information that is downloadable (such as downloadable fi om the Internet or other suitable 
network). 
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In one embodiment, the media content playing device letiieves additional infoimation 
othei than infoimation for example located on the media object oi contained in a stoiage 
medium held by a container, that may include foi example digital andio and/or video content 
that is played by tlie media content playing device oi on-line service infoimation such that the 
5 on-line seivice infoimation i equires two-way communication between the content playing 
device and the device at the i emote location . Poi example, the on-line infoimation may be 
content that is web based content and may be chat l oom pages so that two-way 
communication may be accomplished,. 

Othei examples of the media content playing device may inckide, but aie not limited 

10 to foi example, an TtJID readei enabled television unit, RFID leadei enabled set top box, 
Rf ID leadei enabled DVD player, and RJFID reader enabled poitable device, oi any othei 
suitable device with an RJFID leadei and tiust lelationship with a DRM seivice piovidei. If 
desiiedj the media content playing device may also include an RFID wiitei opeiative to 
contactlessly write information back to the portable digital media container or object This 

15 way the RFID tag may be updated with information relevant to the provider of the media 
content, the owner of the container or other entity, 

In anotlier embodiment, instead of the container containing the RFID tag, the digital 
media storage medium itself, such as tlie CD or DVD or other suitable medium, contains the 
RFID tag with digital media storage medium authentication information^ encrypted RFID tag 

20 data and remote content identification data. 

In another embodiment, the digital video and/or audio media object includes a hand- 
held article, such as, but not limited to, a card, ticket, aiticle of clothing, 3-D object, oi any 
otlier suitable article and includes digital video and/or audio content identification indicia 
thereon that visually identifies remotely stored digital video and/or audio content, The object 

25 also includes an RFID tag containing at least contactlessly transmittable RFID tag 

identification data and remote digital content identification data. Foi example, music albums, 
video games, home videos, movies or any other' suitable audio or video information may be 
manufactured in smaller standardized forms or objects to enable a mor e efficient 
tr ansportation and stor age of digital media as well as pr oviding a potentially lower- cost 

30 packaging solution. For example, in one embodiment, movies normally stored on DVDs, 

instead are sold in the form of movie cards . The card contains content identification indicia^ 
such as the name of the movie, the movie advertisement pictur e or any other suitable visual 
information that visually identifies the movie (e g , remotely stored and downloadable digital 
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video and/or audio content related to the content identification indicia) . TTie movie cai d also 
includes an RPID tag that contains RFID tag data and remote digital content identification 
data wheiein the remote digital content identification data may be for example an URL of the 
web seivei that contains the remotely stoied and downloadable movie^ or may be for example 
5 the name of the movie oi other infoimation to identify which movie is to be provided by a 
remote media content seiver. The movie is letiieved and starts playing wlien the 
coirespondmg caid is placed on the enhanced (e g , RFID reader enabled) media content 
playing device which leads the RJf ID tag information and obtains a downloadable version of 
the movie. As such, conventional movie containers such as DVD cases no longer need to be 
10 used. Instead movie caids may be used in stores and elsewhere and the user can obtain the 
movie or audio when they return home or when they go to a kiosk oi othejt locations 
contaioing a tt usted media playing device capable of downloading the movie oi othei media 
content 

In another embodiment, otlier articles are also disclosed such as eohanced conceit 
15 tickets that may be a combination of conventional concert tickets with th& RFID tag which 

then allows a holdei of the ticket, after the conceit or before the concert, to hold the enhanced 
ticket by a trusted media content playing device to gain access to exclusiv^e songs that were 
recorded live, a preview of the band's video clips, or other downloadable media. 

The media content playing device is a trusted device and includes cryptographic 
20 engines to facilitate the secure download of digital media as well as piovi<3ing requisite 

authentication with the DRM service provider and providing authentication of the portable 
digital media container or RFID enabled hand-held article to provide safeguards against 
potential piracy , 

In anther embodiment, an audio and/or video media content pr ovi<iing device includes 
25 a controller, such as a server, or any other suitable structure, that is respoosive to RFID tag 
based infoimation obtained from a remote RFID enabled media object, TTie controller is 
operative to facilitate access to media content associated with a stoied pcDKiodically changing 
media content list Fox example, a content registry database may be periodically updated 
through a suitable user interface to change a link between content identification information 
30 read from a remote RFID enabled media object, with media application information so that 
the same RFID tag may allow the downloading of different media,. The Idnk between the 
content ID and the media ID may be dynamically changed through the controller ., This may 
be advantageous, to provide for example, a Top 10 sor^ car d that has indicia thereon that 
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may be a title *^Top 1 0 Song Caid" and a RPID tag theieon which can be used to download a 
dynamically changing Top 10 song list that may change monthly oi weekly. For example, a 
subsciibei of the service may purchase a single RFID enabled media caid and when the caid 
is lead by a suitable RFID r eadei; such as that located in a media playing device, different 
5 songs may be downloaded each week J&om the same cat d.. Othei advantages will be 
lecognized by those having ordinaiy skill in the ait., 

The dynamic content capability described above may be done by the population of a 
content legistty database. As such, an opeiator may vaiy the linking in the database to 
associate different media IDs to the same content ID on a peiiodic basis to vaiy the content oi 

1 0 media that is downloaded. 

FIG . 1 is a block diagiam illustiatrng one example of a digital media system 10 that 
employs a digital media playing system that includes a poitable digital media container 12 
having a radio frequency identification tag 14 that contams RFID tag infoimation In 
addition, the digital media playing system includes a media playing device 16 also referred as 

15 an RFID enabled media player . The media playing device is ptefeiably a trusted device and 
includes a ladio fiequency identification tag readei 18, controller 20 and digital audio and/or 
video media playci subsystem 22. . Any suitable RFID technology may be used and m this 
example, passive RFID tags aie described. The RFID tags may be, for' example, Rafsec 
MIFARE label tiansponders that operate, for example, at 13 56 MHz, or any other suitable 

20 RFID tags. Foi example, the RFID tag may be in chip form which may be attached by a 
suitable adhesive to an object and may include the lequisite antenna and othei stiuctiiie as 
known in the ait Any suitable amount of memory may be available on the RFID tag as 
needed 

The RFID readers 1 8 and writers 42 may be any suitable RFID tag r eadei or writer, 
25 such as a Gemini 2000 MIF ARE RFID reader, or any other suitable RFID reader or writers, 
As used her ein, "media" or "media content" refer s at least to digital and/or audio content that 
is securely communicated (encrypted or sent in a secure marmer) or that requires some type 
of digital : ight management wher eas the wor d "content" with out the wot d ''media" is used to 
refer- at least to other downloadable content other than for- example the digital audio and/oi 
30 video media infoimation that is sent securely (e g., streaming information oi files oi other 
suitable format) Content identification information or content ID refers to any information 
that repr esents media or content. Encryption can include any suitable form of data protection 
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technique including but not limited to the use of sending infoimation ovei a secure link (e g. 
SSL) oi cipheied infoimation sent over an unsecuie link. 

The RFID tag leadei 1 8 is opeiative to contactlessly lead in a secure mannei, 
infoimation fiom the RFID tag 14 on the portable media container 1 2, in this example. The 
5 controller 20 is operatively responsive to the information read fiom the portable media 
container 12 and is operative to retrieve encrypted digital media fiom a device at a r emote 
location, such as a media content server 24. Ihe media content playing device 16 plays, 
retrieved audio and/or video fiom the remote location or contained on a medium 30 
associated with the portable media containei, using the digital audio and/or video playmg 

10 subsystem 22. 

For purposes of illustration only and not limitation, the portable digital media 
container- 12 may be for example a CD ROM case, DVD case, or any other package that 
holds or otherwise contains a digital storage medium, such as but not limited to DVDs, CDs, 
integrated ciicuit based memory sticks, or any other suitable digital storage medium (e.g 

15 magnetic, electt ic, optical etc .) The media playing device 1 6 may be foi example a suitably 
progi ammed RFID reader enabled television unit, an RF ID l eadei enabled set-top box, an 
RFID reader enabled DVD player, an RFID reader enabled portable audio or video playing 
device, such as an MP3 player or any other suitable RFID reader enabled media player that 
plays for example digital audio aud/oi video media. Digital audio and/or video media 

20 includes, but is not limited to digital movies, albums, songs, images or any other suitable 

infoimation, As shown, the media playing device 16 includes a communication interface 32 
such as a network interface to allow the media playing device to communicate with one or- 
more networks including for example, the internet or any other suitable network. The 
communication interface 32, may be any known communication interface and preferably 

25 pr ovides secure communication with the remote device contains the downloaded media such 
as tlie media content server 24 , As shown, the media content server' 24 and the 
communication inter face 32 may be coupled thr ough any suitable links generally designated 
34 whether they be land line or wireless links. The media playing device 16 is also in 
opeiative communication with a digital rights management service provider 36 which may be 

30 one or more servers for example In addition, the media playing device 16 is also in 

operative communication with a content service pr ovider 38 which may be for example 
another web server that provides other- content other than the encrypted digital audio and/or 
video media content pr ovided by the media content server 24 For pur poses of illustration, 

11 



wo 2005/081086 



PCT/EP2004/005398 



the media content seivei 24 will be desciibed as a server oi othei networi elements that 
piovide enciypted media such as enciypted audio and/or video media that is to be played by 
the media playing device 16. 

The contioilei 20 may be implemented in any suitable manner including, but not 
5 limited to one or mor e suitably pr ogi ammed pr ocessors that execute instructions that are 
stored in associated memory Alternatively, the controller 20 may be iiaplemented by 
discrete logic or in any suitable combination of hardwar e, software or fir-mware. Similar ly, 
the digital audio and/or video playing subsystem 22 may be implemented as one or moi e 
suitably programmed processors that carry out, as known in the art, MP3 files for playback, 
10 or any other suitable audio or video stream playback.. In addition, the sa"bsystem 22 may be a 
DVD player, CD player or any other suitable media player . In addition, if desired the media 
playing device 16 may include a display 40 and an ID writer 42 to wiaelessly write 
information to be stored on the RFID tag on the RJFID enabled portable digital media 
container 12. 

15 The contioller 20, as later described, also includes cryptographic engines to facilitate 

authentication of tlie RFID tags if desired and to decrypt retrieved enciypted media from, for 
example the media content server 24,. Once the encrypted media has been decrypted, it is 
then passed to the digital audio and/or video media playing subsystem 2:2 to be played 

The RFID tag 14 includes encrypted RPID tag identification information (tag ID) that 

20 identifies the tag to the RPID reader and hence system. The remote con1:ent identification 
data identifies content that is remotely downloadable . This is content in addition to the 
digital content stored on the digital storage medium that the container' 12 holds , The KBJD 
tag 14 may also include if desired, digital media container authentication information. The 
digital media container authentication information may be any suitable electr onic 

25 authentication mformation such as but not limited to a digital signature of the trusted DRM 
service provider 36, or other trusted authority that generated the authentication data for- the 
RJID tag 14. Alternatively, any other suitable mechanism may be also Idc used for 
authenticating the RFID tag and hence the RT ID enabled portable digital media container .. In 
this examplel*the RFID tag information or any portion thereof is securely stored in tag 

.30 memory and can only be r ead by a tr usted RFID reader 1 8 and wr itten to by a trusted RFID 
writei Providing authenticity allows for the DRM service provider 36 snd/or other media 
content providers to trust the RFID enabled object (e. g, tliat it is not a pirated item).. T^oi- 
example, only RFID readers with proper secmity functions can read ther tag information., The 
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RFID tag contains enciypted or seeing RPID t^ data which uniquely identifies the RP ID tag. 
The remote content identification data may be for example tlie name of an album, the name 
of an aitist, a location of where the media is ultimately stored, a network locator foi a media 
server, oi any othei suitable content identification data that identifies in some maimer, 
diiectly or indirectly, the content oi media that is to be remotely downloaded by the Rf ID 
enabled media player based on the content of the RFID tag 

It will be recognized that the RFID tag 14, if desii ed, may also be embedded in or 
otherwise coupled to the digital storage medium 30 itself as opposed to bemg placed on a 
container oi embedded with a container .. As such a digital media storage such as a DVD, CD, 
or any other suitable digital storage medimn may also have the radio frequency identification 
tag that can confactlessly provides information to an RPID reader that contains the data 
repr esenting at least a digital media container authentication information, the encrypted RFID 
tag data and remote content identification data. 

By tagging existing style digital media containers or any suitable style digital media 
containers with RFID tags that contain secure RFID tag information and secure or unsecure 
content identification information, owners or users of the RFID enabled portable digital 
media containers can securely obtain access to additional content or encrypted media by 
smiply placing the containei neai or on the RFID enabled media player .. As such a high-level 
of security as provided and extra services and content can be accessed when the containei is 
physically present. Access codes cannot usually be simulated since the RFID tag information 
is enciypted on the RFID tag. Other advantages will be recognized by those having skill in 
the ait . Any other suitable objects that employ an RFID tag that contains secure RFID tag 
information and remotely downloadable content identification information can be used.. 

For example as also shown in FIG U other RFID enabled video and/or audio media 
objects 44, 46, 48 can be used These RFID enabled objects facilitate the remote 
downloading of encrypted digital video and/or audio media or non-encrypted information. 
The digital video and/or media objects 44, 46 and 48 may be for example hand-held articles 
that have digital video and/or audio content identification indicia thereon designated 50, 52 
and 54 respectively The digital video and/oi audio content identification indicia 50, 52 and 
54 visually identifies the remotely stored digital video and/or audio content The hand-held 
articles each include an I^ID tag 56, 58 and 60, respectively, that contain confactlessly 
transmittable RFID tag information data and remote digital content identification data. For 
example, the video and/or audio media object 44 in this example is in the form of a concert oi 
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a movie ticket with a RFED tag 56 attached thereto and the video aad/oi audio content 
identification indicia 50 is an image or logo representing a paiticulai movie oi conceit. As 
such, RFID tags can be embedded into papei or ottier ticket matei ial and can stoie access 
keys to extia digital content and services such as leplays of the conceit, event notifications oi 
5 other infoiraation. By passing the concert ticket close to the RPID enabled media player, the 
media playei then obtains the appropriate downloadable media that was identified by the 
remote digital content identification data read fiom the RPID tag once authentication of Hie 
RFID tag has been deemed successfiil. As such, paper concert tickets or other forms of 
tickets may help users keep a conceit ticket as a souvenh By placing the ticket on any 
10 trusted RFID enabled media player, the user can access, foi example, a photo gallery of the 
concert, exclusive songs that were recor ded live fiom the concert as provided by the content 
service provider server 38 or the media content server 24, a preview of the band's new video 
clips, discounts on tickets ot any other suitable promotion as identified fiom the remote 
digital content identification data which may be for example a URL to the content provider or 
1 5 other suitable identifier to obtain the remote media 

Where the hand held article is a movie ticket, the user may place the ticket m 
proximity to the RJID reader enabled media player which then obtains the remote digital 
content identification data which identifies the location of wher e to obtain a paiticulai movie,. 
The name of the movie is represented for example by the content identification indicia 50., 
20 As such there is no need for a digital media container to store the movie since the movie may 
be securely stored remotely in a remote media content server, As such, an inexpensive paper 
(or other suitable material) ticket or card that identifies a particular movie and the appropiiate 
RFID tag may be used instead of a container- so that a user that purchases the movie ticket 
from, for example, a bookstor e, i ental store or other source can use the ticket to download the 
25 movie for viewing Alternatively, the movie ticket may be used so that the actual movie is 
not obtained but instead scenes not seen before in a movie are downloaded oi" other 
information linked to the movie is downloaded , 

In a similar manner, other hand held articles may be used in the same way such as an 
article of clothing that may include fdi example the artist's name (i.e. content identification 
30 indicia) and suitable RFID tag with the corresponding RFID tag identification information 

and remote digital content identification information. For example, if the shirt is purchased at 
a concert, the user may take the article of clothing home, oi at the conceit, pass itneai the 
RPID enabled media player which then obtains the designated digital content based on the 
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lemote digital content identification infoimation,. The content identification indicia may 
lepiesent foi example, at least one song lemotely stored or at least one movie that is lemotely 
stoied, oi any other suitable digital audio and/oi video information As such the hand-held 
aiticle may be for example a caid, ticket, appaiel, a collectible item, athi^-dimensional 
5 aiticle oi non-thi ee dimensional article . 

A thiee-dimensional object is shown as digital video/audio media object 46 . This 
thiee-dimensional object may be foi example a teddy beai, ball oi 3-D game cbaiactei, with 
the name of the game identified as the content identification indicia thereon or any suitable 
content ID mdicia When passed neai the RfID enabled media player, lemote digital content 

10 is obtained based on the lett ieved remote digital content identification data stored in the 

RFID tag which may be for example an entiie video game, content i elating to the video game 
such as insttuctions on how to use the game or any other suitable infoimation that may be 
obtained thiough a website. Ihe lemotely stoied digital video and/or audio content may be 
content fiom any suitable source including but not limited to a ladio bioadcast, television 

1 5 bioadcast, a web seiver oi any othei suitable content source 

FIG. 2 illustrates one example of a method foi seeming content fiom a content source 
that may be cairied out for example by the RFID enabled media player 16 oi any other 
suitable device oi devices. As applied, fbi example to the media playing device 16 of TIG. 1, 
the method includes sensing that an RFID enabled digital media containei 12 is within the 

20 suitable proximity of the media playing device as shown in block 200 . As shown in block 
202, the method includes teceiving, fitom an RFID tag, RFID tag infoimation (e g tag ID) 
and content identification infoimation (e g content ID) relating to downloadable content 
associated with the RFID tag Foi example, the RFID readei 1 8 may read the RFID tag 
infoimation and pass the infoimation to the conti oiler 20 As shown in block 204, the 

25 method includes secuiely sending the content ID infoimation that is obtained fiom the RFID 
tag, to a digital lights management seivice provider 36 along with media player identification 
information (e. g playei' ID) to the DRM seivice piovidei 36., This may be done for example 
by the contiollei 20 utilizing a secure channel (e g. SSL link) thiough the communication 
inteiface 32. As shown in block 206, the method includes receiving, in a^^secuie mannei, the 

30 desired content JBiom the remote content source that has been identified by the content 

identification infoimation This may be done foi example by the digital lights management 
seivice providei 36 sending in a secuie mannei (e g. thiough an SSL link) media identifiei's 
(e g URL's to digital media) that index to enciypted content to be played by the media 
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playing device 16. This is done based on appioval flom the digital lights management 
seivice providei 36.. 

The digital rights management seivice piovidei 36 as described in more detail below, 
peifoims an authentication operation which may include for example, compai ing the sent 
5 media playei identification infoimation (player ID) to known valid player DD's to confiian 
that tlie media player requesting the media content is a trusted playei and hence requesting 
media on behalf of a trusted RJ ID enabled digital media container . The method may also 
include receiving, if desired, data to allow access to an online seivice other than foi example, 
the lequested digital media. The digital rights management service piovidei 36 may piovide 

1 0 URL's back to the media playing device 16 which not only allow downloading of media, but 
also allow downloading content Then, through a browser:, oi other suitable network 
browsing mechanism, the device 16 coimects with the designated web location using the 
URL to obtain content from the content service piovidei 38 which may be foi example, an 
artist/song web page. As such i-eceiving media content in the foim of audio and/or video 

15 media or otliei online service infoimation is done in response to sending the content 

identification information foi example to the DRM seivice piovidei 36, or other suitable 
digital lights authoiity,, As shown in block 208, the process may then end and wait for 
another RFID enabled portable digital media container 12 to be placed in suitable pioxunity 
to the RFID reader to initiate another download of other media, Where tlie downloaded 

20 content includes content provided by an on - line content service piovidet:, such as access to an 
aitist's web page foi example, the contioller 20 may activate the browser to display the 
artist's web page on display 40 At the same time^ for example, the encrypted media that has 
been downloaded and provided by the media content seivei 24 may be played by the digital 
audio and/oi video media playing subsystem 22. 

25 The method may also include, if desired, as a security process, secuiely sending 

media playei authentication infoimation (e g. encrypted player ID), to the digital rights 
management seivice piovider 36 so that the digital r ights maaagement service providei 36 
ma.y deteimine whether an authentic media playing device is r equesting access to the 
enciypted media content. As such several levels of security are provided by the system. 

30 Also, the method may include leceiving the content in a secure manner from the media 

content server 24 only if the media playing device 16 is pioperiy authenticated by the DRM 
seivice providei 36., 
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FIG. 3 is a block diagiam illustiating in more detail an example of a media content 
deliveiy system. As shown in this example, the controller 20 includes an RPED tag device 
diivei 300, a tag lead/wiite inteiface 302, software media player 304, usei inteiface 306, web 
biowsei 308^ media cryptogiaphy engine 310, contiol logic application 312, and memoiy 
5 314. The blocks 300 thiough 312 ate piefeiably software applications in the form of 
executable insti uctions that are stored in memoiy (not shown) such as RAM^ ROM^ 
distributed memoiy oi any other suitable memoiy as known in the ait. These softwaie 
applications aie preferably executed by a piocessing device such as cential processing unit oi 
any suitable piocessing device or plutality of devices. Howevei it will be lecognized that the 

10 functionalities desciibed heiein may be implemented using discrete logic or any other 

suitable stiuctuxes known in the art. Moreover', it will be recognized that var ious operations 
may be performed by other devices Howevei:, for pmposes of illustration they are shown to 
be part of the RPID enabled media playing device 1 6 , Also as shown in this example, the 
RPID tag reader 18 and writer 42 are shown to be external to the RPID enabled media 

15 playmg device . However, it will be recognized that in a preferred embodiment, the RPID tag 
reader 1 8 and writer" 42 are co-located within the same housing of the RFID enabled media 
pla.ying device . 

Also if desired, tlie media playing device 16 may also include a time-based 
ciyptogiaphy client application 316 and the digital rights management service provider' 36 

20 may likewise include a conesponding time-based cryptography server 318. The time -based 
cryptography client 316 may, for example, provide another level of security between the 
digital lights management service provider 36 and the media player device 16, by encrypting 
content identification information 330 or any other' suitable information based on time of day 
information^ such as but not limited to time synchronization based security processes,, As 

25 used herein^ encrypting also includes sending a representation of an ID from which the ID 
can be constructed fr om the representation . The time-based cryptography server 3 1 8 if 
employed receives the time based encrypted information and decrypts the information as 
necessary to determine the content ID, which also pr ovides a level of authentication as known 
in the ait, 

30 The memory 3 14 includes the playing device identification data (player ID) 322, 

received playlist data 324 as received fiom for example the digital r ights management service 
piovider 36^ received cryptographic keys 326 such as received decryption keys sent by the 
digital lights management service providei 36, and encrypted media 328 which is the media 
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content obtained based on the content ED 330 in the RPID tag located on the RPID enabled 
media object, The memoiy 314 is piefeiably local foi security reasons but may be remote if 
piopei security is piovided. 

The digital lights management seivice piovidei 36 as pieviously noted may be one oi 
5 moie web accessible seiveis whose functionality may be distiibuted if desired oi co-located 
in the media content server 24 oi any other suitable location,. In this example, the digital 
rights management seivice provider 36 includes content matter web service application 340^ a 
decryption key database 342, a player ID registry 344, and a content legist y 346 which 
includes stored content identification information (content ID) 348 which identifies media 

1 0 and/oi content to be downloaded and media identification information (media ID) 3 50 . A 
linked list of media IDs serves as part of a play list (list of media files to be downloaded) for 
the media player . The content identification infoimation 348 is linked with media 
identification information to designate a class, group or type of media/content to be 
dovmloaded. The media identification information, also lef erred to as media ID, includes 

1 5 data representing, for example, media file name> the URL to access the corresponding 

encrypted media file and a media type which allows, foi example, specifying if a media file is 
a media file or is an online seivice As such, the content registry database includes linked 
content identification information and media identification information The content 
identification information may include, foi example, content name and data r epresenting a 

20 description of the content. The key database may include, for example, the media 

identification data and its conespondmg decryption key such as a triple DBS enciyption 
key(s), oi any other suitable enciyption key(s) and initialization vectors if necessary 

The digital 1 ights management seivice providei 36, in one example is a suitable server 
and may include one ore more processors and associated memory or any other conventional 

25 stiuctme to cany out the operations requned by the content matter web service application 
340. This application may be executable instructions stored in a memoiy (not shown) and 
executed by one or more processing devices of the digital rights management seivice 
provider. The media content seiver 24 includes media delivery service application 352 and 
content management seivice application 354 The media delivery service application 352 

30 facilitates the downloading of media for example, in HT TP format oi any other suitable 
format through a suitable communication interface. The content management service 
application 354 may include a user interface that allows an operator to remove or add media 
in dh ectories for downloading. For example, the content management service application 
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may allow the deletion or addition of media, whether enciypted oi unenciypted, to a suitable 
diiectory. 

The content service piovidei 38 may be foi example one or more sei veis that contain 
website infoimation that are accessible via unifoim resource locatoi infoimation oi any other 
5 suitable locatoi infoimation as known in the ait, It will also be lecognized that the content 
service piovidei 38 and otliei sei veis may be a plurality of seiveis since content may be 
located on a nimibei of different servers and accessible thiough any number of applications 

The RPID tag r eadei 1 8 and wiitei 42 may be any conventional RFID tag xeadeis and 
writers, The controller 20 is operative to control the RFID wiitei 42 to write information, to 

1 0 the RFID tag on the portable digital media container or ofhei object, that is retiieved from the 
content service provider, media content server or from any other desired source,. 

The tag device driver 300 is a device diivet typically provided by the manufacturer- of 
the RFID tag r eader and wr iter and facilitates communication between the control logic 
application 3 12 and the RFID tag reader and writer 1 8 and 42.. For example^ the tag device 

15 dr iver 300 effectively listens for when an RFID enabled media object is close enough to 

allow detection and reading of the RFID tag as jknown in the art. The tag interface 302 is a 
type of application interface to allow, for example^ the control logic application 3 12 to 
communicate with a plmality of different RFID tag readers and writers that are manufactured 
by different parties. This also provides suitable handshaking and protocols for the tag device 

20 driver to enable the tag device dr iver to communicate properly with the RFID tag reader and 
writer . The softwar e media player 304 may be for example a Micr osoft® media player 
application or any other suitable media player as desired. The user interface 306 may be for 
example a graphic user interface that is displayed on a display to allow a user to view output 
and enter input for the control logic application 312 The user interface may be any suitable 

25 interface such as the keypad, touch screen^ voice based interface or any other suitable user 
interface as deshed The browser 308 may be any suitable web browser. The user interface 
also allows the presentation of icons and the changing of visual effects on a screen and also 
presents via the display^ the playlist and other information as described below. The usei 
interface also provides input to allow the usei to communicate in chat rooms or activate other- 

30 infoimation via the browser . 

The control logic application 312 controls all of the necessary components at any 
given time to communicate with foi example the communication inter face 32 as well as other 
applications in order to provide the requisite output as described herein.. For example, it may 
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obtain and receive the playlist data 324 and provide it to the usei inteiface 306 for display 
The contiol logic application 3 12 may also, for example, obtain the stored playei ID 322 and 
send it through an appiopiiate secure-socket layer communication link to the digital rights 
management seivice provider through the communication interface 332 . 
5 The media cryptogi aphy engme 3 10 decrypts the enciypted media and/oi may enciypt 

the content ID oi any other suitable information for the DElM seivice provider 36 The media 
cryptography engine 310 obtains the received decryption keys 326 and uses them to decrypt 
the enciypted media 328. The media ciyptogtaphy engine 310 may be any suitable 
cryptography engine includmg, but not limited to, a public key based cryptographic engine, 
1 0 symmetric key based cryptographic engine or any suitable cryptographic engme The playlist 
324 is typically sent by the digital rights management service provider and includes the 
decryption keys,. Accordingly, the media cryptography engme 3 1 0 extracts the decryption 
keys from the playlist information. The playlist information also includes the rights that are 
allowed by the DRM service provider, such as whether- the media playing device can store the 
15 encrypted media in an unencrypted form, or any other suitable digital rights for media play as 
known in the art. The playlist information also includes, for example, a URL or a URL's 
pointing to content as indexed, by for example, the content ID 330 . 

Referring to FIGs 3, 4 and 5, the operation of the system shown in PIG. 3 will be 
described.. The arrows shown in FIG. 4 represent operations or commurucations between 
20 devices.. These communications may occur over secure links using known protocols, and by 
way of example, will be described with refer ence to HTTP based protocols. 

In operation, the media playing device 16 uses the RTID reader to read the encrypted 
tag identification information and the content ID that is stor ed m the RFID tag . This is shown 
for example by communication line 400 (TIG 4). The operations described with respect to 
25 the media playing device 16 are performed for example under the control of the contiollei 

and hence conti ol logic application 312, If the RTID tag is trusted, the RTID reader is able to 
vetif^^ the tag TD and read the content ID Once the media playing device 16 obtains the 
enciypted tag identification information and content ID jftom the RFID enabled media object 
12, 44; 46 and 48, the media playing device 16 forwards the remote content ID'data (content 
30 ID) along with its own player ID to the digital rights management service provider 36. This 
is shown in block 506 and r epresented by commimication 402. As such, in this example the 
media playing device 16 securely sends, such as through an HTTPS connection, at least the 
read content ID from the KJFID enabled article to the digital rights management service 
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piovidei The digital i iglits management service providei 36 obtains media IDs^ such as 
URL's, fiom the content legistry database 346 based on the content ID,. Poi example, a copy 
of the content ID is stoied in the content legistty database that is mapped to one oi more 
media ID's thiough a mapping table oi other sti ucture . This is peifoimed after the DRM 
5 service provider 36 authenticates the media playing device 16 by matching the received 
player ID with a player ID that is stored in the trusted player ID registiy 344 . However, it 
will be recognized that aiiy suitable authentication scheme may also be used,. As later 
described, the trusted player ID registiy is created by the DRM service providei when the 
media playing device is manufactured oi may be downloaded by the media playing device 16 

10 at a later date if desired . If the received player- ID sent by the media playing device 16 
matches a player ID in the trusted registiy, the content matcher web service application 
approves the authentication and uses the content ID to obtain the corresponding media ID's 
fiom the content legistiy database as shown for example by communication 404. This is also 
shown for example in step 508 of FIG 5. 

15 As mentioned above, the media ID 350 represents for example the URL associated 

with the media content server 24 containing encrypted content so that the media playing 
device 16 can subsequently communicate with etnd obtain the enciypted media files fiom the 
media content server 24.. The media ID 350 also may include data representing such as the 
name of a song or- movie that the media server 24 uses to organize the media files,. The media 

20 index 350 is also sent as part of the information sent back to the media playing device 16 so 
the media content server 24 can find the requested media 

In addition, the DRM service providei 36 obtains data representing at least one 
cryptographic decryption key which may be for example the deciyption key itself or an index 
to another location to get tlie decryption key, or it may be for example a hash of the key, or 

25 any other suitable r epresentation of the key for the encrypted content that is indexed by the 
content identification data 348 . This information is returned in the form of a playlist of 
media URLs and media identifiers with corresponding keys and/or website URLs with 
appropriate credentials to allow tlie media playing device 16 to access the media content 
server 24 and for the media content server 24 to retrieve the appropriate encrypted media. 

30 This is shown for example by block 510 and commxmication line 406. The content registry 
database 346, in this example, also includes a contentfeiedia mapping table which for 
example may iinlc specific content that is provided by a web application server 38 with 
encrypted media files so that when the encrypted media file is requested, additional 
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infomiation ftom the content sei vice providei 38 relating to the encrypted media is aiso sent 
to the media playing device 16 to allow the device 16 to not only obtain enciypted media but 
also automatically access anothei web site that may simultaneously lettieve online content 
which is not enciypted. The key database 342 is prefeiably linked with a content legistiy 
5 database 346 such that when the content ID is received, the content registry database 346 can 
also point to the appiopiiate decryption key for that given content,. The DRM service 
provider 36 then securely sends the playlist for the media playing device 16. This is shown 
foi example by communication 408 

If the media playing device 1 6 includes a cache of previously obtained media files, 

1 0 the method includes checking the cache of previously obtained encrypted content using the 
received media ID from the playlist to see if the newly received content was retrieved dui ing 
a previous session. This is shown by line 410 and is represented by block 5 12 . However, if 
no cache is used, this step may be avoided, However, if a cache is used and if the enciypted 
content is not present in the cache, the playiag device r etrieves enciypted content fiom the 

1 5 media content souixje, such as the media content server 24 using the media ID (namely the 

URL provided by the DRM ser vice provider) . Ihis is shown by communication line 412 and 
is indicated by block 514. Hence, tlie encrypted media information, such as the enciypted 
video and/oi audio iaformation that can be played by the media playing device is obtained.. 
If the cache is used, then the r etrieved enciypted content is stored in the cache as 

20 shown for example in block 516.. This is also shown for example by line 414 As shown in 
block 518, the method includes decrypting, such as by the media ciyptogiaphy engine 310, 
the encrypted media usmg the data representing at least one cryptogiaphic decryption key so 
that the media player 404 can play the decrypted media file.. This is shown for example by 
line 416. If the DRM service providei 36 in addition to sendmg the URL for the enciypted 

25 media also sent for example a URL for additional content provided by the content service 

provider 38, the method includes securely accessing an on-line service that is indexed by the 
media ID or that may be indexed by the decrypted media file if another media ID is present 
in the encrypted media file . This is shown in block 520 This is aiso represented by 
communication 418. As shown in block 520, the method includes playing the decrypted - i=i 

30 content that was obtained based on the RPID tag identification from the RFID enabled article 
by the media player 304. The media content playing device 1 6 commences playing of 
letiieved additional information associated with the RPID tag information, such as digital 
audio and/or video media content, in r esponse to the retrieval of that information. It also will 
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be recognized that no caching would be necessaiy if the deciyption opeiation was quick 
enough to allow immediate playback. For example, bioadband communication links may 
remove the need foi caching. 

The media playiQg device 1 6 may utilize the RFID tag wiiter to store information 
5 back onto the audio video media object For example, the media ID's coriesponding to 

content or media that a user purchased a content service provider 38 or media seiver may be 
written back to the object. This transfers aheady acquired digital rights for media/content 
that has aheady been bought online in order to allow replay in any other trusted media 
playing device . 

1 0 In an alternative embodiment, the media playing device 16 may read the RPID 

enabled media object 12 to obtain authentication information that is stoted in the RPID tag,. 
This authentication information may be any suitable authentication information such as key 
or digital signature or other infoimation., In the case of a digital signature, the signatuie may 
be generated using a signing certificate of the DRM seivice providei oi' other suitable trusted 

1 5 authority or any other suitable information. The media playing device 16, through the media 
cryptogr aphy engine 310, performs authentication based on the authentication infomiatioii 
obtained fit om the RFID enabled media object This may include for example per forming 
digital sign^ine verification by the media playing device or other suitable authentication 
piocess as known in the art. This is shown for example in blocks 502 and 504 of TIG 5, 

2 0 In summary, when one oi more media objects ar e in range, the media playing device 

16 reads the ID tag from the media object to obtain the tag identification information and the 
content identification information (content TD) The media playing device then connects to 
the DRM service provider 36 via a secure web seivice to request the corresponding media 
and digital lights that are identified by the content ID. The player ID is also submitted prior 
25 to this for verification Within the DRM seivice provider 36, the content matcher web 

service application 407 accesses the content registry database to get the Hst of content items 
coiresponding to the received content ID . Content items can be media, such as music or 
video or online services such as website services that do not lequue the download of 
enciypted information. The content matcher web seivice application then accesses the key 

3 0 database to get deciyption keys and initialization vectors for the corresponding media items 

that ate indexed with the content ID A data structure referred to as the play list, is an 
aggregate of media ID(s) with corresponding keys and initialization vectors The play list is 
r eturned to the media playing device., The media playing device then decrypts retrieved 
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enciypted media files that were identified by the media URLs in the playlist and deciypts the 
infoimation and plays the media back. 

FIG 6 illustrates one example of a media player display interface 600 displayed fbi 
example on the display 40 (FIG. 1) as the user inteiface. As shown, the media playet display 
5 inteiface 600 may provide graphics and/or text and includes data representing on-line service 
content 602, such as the web page of content downloaded from an on line content service 
provider (e g , server) based on content identification information (i e., content ID) obtained 
ftom the RFID tag on the portable media container or media object. In this example, the 
content identification information provides an indhect link to the content service provider 

10 since in the example provided above, the DRM service provider 36 maps content to be 

dovraloaded fiom the content service provider 38 through media ID(s) which is based on the 
content identification information stored in the RFID tag., Ihe media player display interface 
also presents data representing media content 604 that was encrypted and downloaded fi om 
the media content server 24 based on the content identification fi om the RFID enabled article 

15 such as the portable media container or other object The media content indicated above is 

securely downloaded from the remote media content server 24 (media source) either by virtue 
of the fact that media itself is enciypted or that the information is communicated through a 
secured charmel such as through an SSL link or any other" suitable pr otected channel 

The media playei display interface 600 also includes data representing media player 

20 control graphics 606 for providing media player control to control play of the media content 
downloaded fiom the remote media source For example, the media player control graphics 
606 may be graphics buttons that are displayed representing fast forward, stop, play, volume 
control or any other suitable controls to control the digital audio and/or video media playing 
subsystem 22. In addition, if desued, the media player user interface presents data 

25 representing indicia fr om tlie RFID enabled article 608 which may be found for example in 
the embodiment where the article is a movie card. The data representing indicia fiom the 
RFID enabled article may be the content indicia 50 (which includes a repr esentation ther eof), 
or' information that is related to it, Too, for example, the displayed data 608 indicates to the 
user that they have obtained the pr oper downloaded media content As such, a visual 

30 indication allows the user to readily identify whether an err or has occurr ed if the content of 
the downloaded media that is shown by for example the data 608 matches for example 
information or other visual indicia on the movie car d . As such, the media player user 



24 
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inteiface includes data 60S that lepiesents visual indicia located on the RFID tag that's on a 
poitable media object. 

FIG. 7 illustrates a block diagiain of the digital lights management seivice providei 
36 which is a trusted authority, and Hieiefoie by way of example, may issue and/oi sign 
5 digital certificates, or provide other suitable trust information as known for example in the 
public key/ private key and symmetric key cryptography fields. The DRM service provider 
36 may serve as the digital audio and/or- video media encoder as shown in this example As 
such, in this example, the content registry database 346 is populated with media identification 
information 350 and the key database 342 is populated with appropriate decryption keys for 

1 0 given media content and initialization vector s for each media identifier since one media 
server may store multiple media files and each media file may have a separate media 
identification oi identifier.. Also media may be downloaded fi om multiple media content 
servers . The DRM service provider 36 also includes a content registry administration 
interface 700 that may be, for example, a graphic user interface to allow an administiator to 

15 link database entries of target UTlL's with the corresponding media identifier . 

In operation, an operator may enter a media name and an associated target URL of 
where this information is stored for- entry in the content registry database 346 as media 
identification information. A media encoder 702 suitably encodes (encrypts) an imported 
media file fiom a suitable media file source and produces encrypted media content which is 

20 then stored in the media content server 24 Any suitable encryption technique may be used 
such as triple DES or any other suitable encryption scheme. The DRM may publish the 
encrypted media a directory or other suitable storage location . The corr esponding decryption 
keys ate then stored in the key database 342 and indexed with the appropriate media 
identification rrrfoimation so that the appropriate decryption key is linked to the 

25 corxesponding encrypted media, 

In siunmaiy, media is effectively packaged by encrypting and registering the resulting 
media file with a unique media identifier The media identifier contains the target VRL of 
the media file . The selection of the media may be performed through a suitable content 
registry administration interface The encrypted media files may be published to a media 

30 service provider and randomly generated initialization vectors and decryption keys are stored 
in the DRM service provider database . 

FIG. 8 illustrates a block diagram of the DRM service provider 36 operating in a 
mode to create a digital audio and/or video media object In this example, the digital rights 

25 
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management seivice paovider 36 creates a link between content identification infoimation 
(i e ., content ID) oi otherwise lefeiied to as lemote content identification data with one or 
more media identifiers to create, for example, the play list which may include a group of 
songs that may be linked to a single content identifiei., As such a content registiy 
5 administration inteiface (e.g., GUI) is used to allow an operator to create and link product 
offerings of digital audio and/oi media infoimation foi a specific media object oi group of 
media objects . As such, the new content identifier is cieated and Ihiked with the media 
identifier and a content media mapping table entry linking the information is stored in the 
content registry database 346. The DRM seivice piovidei 36 also includes a Rf ID wiitei 800 
10 to wiite the content identification on the media object 12, 44, 46 and 48 In addition, the 
DRM service piovidei 36 also writes the encrypted tag identifier on the media object as the 
tiusted authorily In addition if desired, the media object authentication information may also 
be written to the RFID ta^ on the media object 

New oi updated content identification infoimation is created, for example, in the 
1 5 content t egistiy database using the administration interface.. The content identification 

infoimation is linked to a modifiable set of media ID's that represent a plurality of songs or 
albums.. Content identification infoimation is linked with the media IDs to cieate new 
content identification infoimation to obtain a selectable set of media elements that are 
encrypted. The content ID is then written to the RTID tag. The content ID may be written to 
20 the RFID tag by the DRM service provider, oi may be communicated to a thir d paxty or the 
media playing device in the event the RJFID tag and hence media object is to be populated 
with a new content ID . Accordingly, RFID tag writer of the media playing device may be 
used to cieate new media objects by updating them with new content identifiers. 

As described above, the media player is responsible for reading and writing to RFID 
25 tags of a media object, securely connecting and authenticating to the DRM seivice provider, 
downloading encrypted media fioni a suitable media source, decrypting media and playing 
media In addition, it may also include a browser to provide access to online services to 
facilitate buying content online or chat room exchanges oi any other suitable web based 
interactions as known in the art. 
30 Tlie digital r ights management seivice provider" is responsible for centrally and 

secur ely managing media identifiers (media ID), content identification infoimation (content 
ID) and keys to encrypted media The digital rights management service piovidei provides a 
secure web seivice fi ont end that is accessed by the media playing device to letiieve digital 
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lights and pointeis to media files and online services. It also provides administiation tools 
that enable media management such as the enciyption and publication of media files as well 
as content management such as the cieation and control of content on the media objects., 
It will be recognized that contiol information may also be embedded in the 
5 infoiraation sent back by the digital rights management service providei . F oi example, the 
older in which the media identification information is sent back may be dictate foi example^ 
the Older in which the media playing device plays downloaded songs. Alternatively, control 
information such as any suitable data^ may be embedded ia the communication which is then 
interpreted by the controliei of the media playing device to play content in a certain order or 

10 for a certain length of time, or a certain time of day, oi based on any other suitable criteria. 

In addition, it will be recognized that the media content and other content as well as 
the RPID enabled objects may be provided on a subscription basis so that the digital rights 
management service pr ovider for example, or other suitable network element keeps track of 
which users are actual subscribers, which users have paid for downloadable content and this 

15 information may be wr itten back for example, to the KJFID object to provide an ongoing 

account balance. Other subscription information^ such as a subscription account number or 
other information may be written back to the RJF'ID tag. Any other suitable subscription 
based operations and furrctions may also be implemented as known in the ait. 

According to FIG 9 and 10, digital media systems as described above are shown 

20 wherein a media object 12 is read by tilie MID reader in the media playing device 16 and the 
appropriate media is retrieved from the media server 24 oi other content from onUne service 
provider 38 As shown in PIG, 10 a different media object with a different tag ID and content 
ED is read by the media playing device 16 and similarly as described above with respect to 
FIG. 9, the appropriate media and/ox content is retrieved by the media playing device. 

25 JIG 1 1 is a block diagram illustrating a system that employs a combination of RFID enabled 
objects 1 1 00 and 11 02 to obtain additional media and/oi content that was not obtainable by 
using the RFID enabled objects 11 00 and 1 102 alone oi- separately. In this example^ the 
RFID enabled object need not be a media object and, the media playing device also need not 
be capable of playing media and flierefore it is shown as being a content playing device 11 04 

30 However , it will be recognized that the system shown in FIG., 1 1 may also be implemented 
using the previous described media playing device 16, or any other- suitable content playing 
device.. For similar r easons, the network element 1 1 06 need not be a digital lights 
management service provider since content alone ma.y be provided in this embodiment,. 

27 
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Ihe combination of RFID enabled objects may be combined for reading by the RPID 
i^adei in a spatial manner oi' temporal manner., To select or obtain additional content due to a 
combination of spatially pr ovided RJFID enabled objects, the user may simply pass the 
combination of RE ID enabled objects within a readable spatial proximity (eg, readable 

5 lange) of the RFID reader and the RFID readei passes the read content IDs to the netwoik 
element. Alternatively, the user may select a mutual spatial anangement for each of the 
i^pective objects with r espect to the RPID leadei and each other such that one may RFID 
object may be closer to the reader than the other and the RFID reader detects the mutual 
spatial arr angement of the RF ED enabled objects This may done by for example conti olling 

10 the reading r ange of the RF ID r eader to allow the RPID readei to see whelher it detects one 
or both at the same reading range. Other method of determining spatial arr angement may 
also be used . Once a spatial air angement is detected, the content playing device sends the 
combination of content IDs read fiom the combination of RFID enabled objects and the 
network element provides access to different digital media content as further set forth below 

1 5 As such a two - dimensional or three dimensional arr angement of RFID enabled objects is 
detected and based on the arrangement, different bonus content is provided Temporal or 
sequential readmg of RFID enabled objects may also be used such that tlie reading order of 
the combination of RFID objects determines which bonus content or media is to be 
downloaded, The combination of RFID enabled objects may be used to identify the shape of 

20 the combined objects based on, for example, a detected range of given objects with i espect to 
the RF ID r eader . 

For purposes of illustration, the above embodiment will be described as a digital 
I Lghts management system although any suitable network element, such as any suitable 
server, may be used , The structure of the net^vork element may be snnilar to that described 

25 above with r espect to the TJRM system in that it may contain one or mor e processing devices 
oi discrete logic oi any suitable combination of haidware, software and firmware to carry out 
the opei ations desciibed her ein In one example, the network element includes a contr oller 
such as a suitably programmed microprocessor and a communication mterface, such as any 
suitable web inteiface, wtiether it be wireless or non-wireless, oi any other suitable netwoik 

30 interface to communicate information to one or- more networked devices or systems . 

Howevei, in contrast to pi evious embodiments, in this embodiment the netwoik element 1 106 
is operative to use a plurality of RFID tag information from fust and second RFID enabled 
objects to determine whether a proper combination of RFID enabled objects have been 
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presented to an iUF leading device such as that located in tiie content playing device oi othei 
suitable device. This may be peifoimed, foi example, by the controUei (shown in FIG. 12). 
The communication inteiface (CI.) receives the HHPS communication through any suitable 
communication link, ox any suitable protocols described above Ihe RJFID tag information 
5 fiom a plui-ality of RPED tag enabled objects, such as RFID enabled objects may identify only 
content to be downloaded, oi media to be downloaded as described above, or any suitable 
combination theieof " 

As shown in FIG. 1 1» the RFID leadei of the content media playei 1 104 reads both 
RFID enabled objects 1 100 and 1 1 02 and the content media playei 11 04 passes this 

10 information to the netwoik element 1106. For example, if the combination of lead content 
identifiers matches an expected combination of content identifiers (whether an expected 
spatial lelationship among objects or an expected tempoiai r elationship is detected), the 
network element authorizes access to content oi media that aie diffeient fiom, oi in addition 
to, media oi content that would have been authorized if each of the RFID enabled objects 

15 were presented individually to the content playei 11 04. To help insure that combinations of 
objects aie presented with a shoit per iod of time (as opposed to hours oi days for example), 
as is also shown, timing logic 11 08 may be intr oduced in the content media playei U04 as 
part of, for example, the RFID readei conti ol, to deteimine whether the RFID reader read the 
tag information fiom the RFID tags on the diffeient objects within an allowable period of 

20 time which may be any suitable pr edetermined per iod of time as desired. 

Ihe timing logic may alternatively be placed in the netwoik element. For example, 
the timing logic may be used to deteimine whether the objects wer e placed in fiont of the 
RFID reader within a shoit peiiod off ime of one another, such as nearly simultaneously . It 
will also be lecognized that more than one leader may be used so that they may communicate 

25 with one another allowing the time information to indicate whether multiple RFID enabled 
object leading have occurred This opeiation ma.y alternatively be queued up at network 
element 1 106 For example, content IDs that are received fiom the same content media 
player within a suitably short time period, such as, by determining whether the player ID 
communicated by the content media player is the same for a plur ality of different received 

30 content ID*s are deemed a proper combmation The netwoik element determines that the 
particulat content media player has r ead a pluiality of RFID enabled objects so that the 
combination of the content IDs should be consideted to be a type of virtual tag resulting in 
additional content being pr ovided to the content media player , 

29 
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PIG 12 iUustiates in more detail the system shown in BIG. 11 and illustrates, foi' 
example, the contiollei 1200 which, among other things, determines whether a proper 
combination of RFID enabled objects ha-ve been presented to an RFID leading device of the 
content playing device 1 104 oi any other' suitable device that employs an RFID leadei . 
5 To provide bonus content or media based on a combination of RFID enabled tags 

(hence objects), in one example, the coalrent registry database 346 is progiannmed by an 
opeiatoi to include combination RFID tag content identification iofoimation 1202 which 
identifies new content oi media that is downloadable in view of the paiticulai combination of 
read RJID tags. In oire embodiment the network element 1106, through a suitable 
10 communication inteiface^ receives a plur ality of content IDs that when r eceived in 

combination, for example, within a specified period of time with respect to one another, are 
deemed to be a suitable combination that grants additional access to content or media as 
defined by the combination RFID tag content identification information stored in the content 
registry database . 

15 As pr eviously mentioned, the conn oiler 1200 may include timing logic that 

deterinmes whether a plurality of RFID tag information fiom a plutality of RFID tag enabled 
objects aie a proper combination of RFIX) tags For example whether they were received 
fiom the RFID reader within an acceptable period of time with respect to one anothei, such as 
if the objects aie presented at the same time to the RFID reader oi in a fast enough sequence 

20 to be accepted as a combination of objects, The controller 1200, as noted above with 

previous embodiments, receives a content playing device identifier or^ in the case where a 
content playing device is not used, the RFID reader may send RFID reader identification 
information when it sends the read RFID tag enabled object tag identification information.. 
The controller determines whether the RFID tag information was read by an appropriate 

25 RFID tag reader This provides a level of authentication but on a RPID leadei level as 
opposed to a content playing device level oi media playing device level. 

As noted above, the controller 1 200 may include all of the other fimctionality 
necessary to carry out the operations described in previous embodiments and hence may 
provide the digital rights management so that when the TUFID enabled object includes content 

30 identification information from the content playing unit, the content playing unit can access 
particular media or content based on whether the RFID tag rnfoiniation fiom both of the 
RFID tag enabled objects were received in a particular order. Foi' example, in this 
embodiment, the sequence that the RFIC enabled objects are read may determine which 
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content is authoiized or which media is authojized for download. As such^ not only can the 
system alter the downloadable media based on whefhei a combination of RFBD enabled 
objects aie read, but also can altei tlie downloadable content based on the order in which the 
RFID enabled objects ate read. 
5 In this embodiment the content r egistry database 346 stores data tepiesenting 

combination RPID tag content identification information 1202 that identifies at least one of 
downloadable digital content oi media that is downloadable, coi responding to an expected 
combination of RFID enabled objects The combination RFID tag content identification 
information 1202 identifies downloadable content oi media that is different fiom stored 

1 0 content identification information that is associated with each of the RFID tag information 
individually. As such, if one RF ID enabled object is to be used to download movie A and 
another object is used to download movie B, when the two RFID enabled objects are 
presented to a reader, the network element in response to receiving the combination of 
content IDs read fiom the RFID tags, may provide not only the movies identified by the 

1 5 content IDs, but may in addition provide additional content not available by either of the 
RFID enabled objects alone As such, the combination RFID tag content ID 1202 indexes 
additional content and, for example, a plmality of content IDs so that if a plur ality of content 
IDs ar e detected by the network element, for example, then it can search the database for 
those two content IDs and if there is an associated combination RFID tag content ID^ the 

20 index points to additional media or content ID and that information is then pr ovided (URI.^ 
etc descr ibed above) so that additional media or content can be downloaded . 

Referr ing to FIG . 13 and 14, a method for obtaining either or both digital media 
content and content from at least one content source using a combination of RFID enabled 
objects will be described, As shown in block 1300 the method includes receivings such as by 

25 the network element through the communication interface, a plurality of fag information 

received from a plurality of different RFID tag enabled objects As shown in block 1302, the 
method includes using the plurality of RPID tag information obtained from the RFID tags 
from at least the first and second RFID tag enabled objects, to deteimine whether a proper* 
combination of RFID enabled objects ar e present at the RFID leader or content playing 

30 device . If a proper combination is detected^ the network element, for example, provides 
access to additional downloadable content or media that is different fiom allowable or 
downloadable media oi content allowed foi- each of the RFID enabled objects individually by 
sending a play list that identify the additional media or content. This is shown in block 1304., 

31 
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Ihe method may include, foi example, compaiing the leceived BJFID tag infoimation 
within an expected combmation of desiied RFID tag infoimation and then allowing access to 
specific content when the combination of the RFID tag infoimation matches the expected 
combination of desiied RFBD tag iafoi mation. In addition, as mentioned above, the method 
5 may include taking into account the particulai or dei in which RF ID tag enabled objects aie 
read, foi example, by an RFID readei . As such, the method may include pi ovidlng access to 
paiticulai media oi content based on whethei the phuality of RP ID tag infoim^on fi om both 
the RFID tag enabled objects aie leceived in a paiticulai oi det (such as a logical oidei) . 

In one embodiment, the content identifier s obtained fiom the RJFID tags aie used as a 

10 mechanism foi determining whetliei a suitable combination of RFID enabled tags and hence 
RFID enabled objects aie being read by the RFID leadei and/or media playmg device oi 
content playing device , As such:, the network element receives data lepiesenting a plurality 
of content identifier s fiom the pluiality of differ ent Rf^ID tags associated with a plurality of 
RFID enabled media objects and piovides different combinations of media or content foi 

15 downloading, depending upon the combination of diffeient received content identifiers.. 

Fr om the content playing device per spective oi media playing device perspective, a 
method foi' obtaining digital media content and/oi content that is downloadable includes 
contactlessly reading a plur ality of RP ID tags associated with a plur ality of RF ID enabled 
objects to obtain the plurality of RFID tag information fiom those objects. The method also 

20 includes determming whether each of the read plurality of RFID tag infoimation has been 
read within a suitable period of time with respect to each otliei and if so, sending the read 
plurality of RFID tag information for receipt by a content delivery authorization unit, such as 
the network element which may be, for example^ a DRM service provider or any other 
suitable network element . The network element then determines if downloadable content is 

25 available for download based on the specific combination of read RFID tag information sent 
by the RFID readei or content playing device if it contains the RFID leadei 

Fig 14 illustrates, diagtammatically, one example of the combination RFID tag 
content ID 1202 as contained, for example, in the content registry database 346 As shown, 
the content registry database as previously described may include content IDs which then 

.30 index media IDs for downloadable media and the media IDs may include, for example, the 
media name, a media URL, and other infoimation. Content service piovidei URLs may also 
be indexed to a content ID . As shown in this particidai example, content ID X is shown to 
linlc media ID A and media ID B wheieas content ID Y links media ID B, media ID C and 
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media ID D. The combination RFID tag content ID 1202 that coiiesponds to a paiticulai 
combination of content ID X plus content ID Y also indexes to additional media E. As such, 
when RFID enabled objects X and Y containing content ID X and content ID Y on the KFID 
tags, ai^ lead, tlie networ k element searches tlie content l egistiy database to determine if the 
5 content ID X and content ID Y have been linked to one anothei as a valid combination by 
searching, foi example, the combination Rf ID tag content IDs . If the content IDs from the 
lead RPID enabled objects match those coiiesponding to a stoi ed combination RFID tag 
content ID, then the combination is deemed to be appropr iate and the combination RPID tag 
content ID is sent back, for example, to the media player oi content player in the form of a 

10 playlist, oi other structure that identifies media IDs for media A, B, C, D and E or, 
alternatively. Just the bonus content identified by the media ID E. 

As such, among other advantages:, placing a combination of RFID enabled objects in 
proximity to an RFID leadei will allow the approval for downloading of additional (e .g. 
bonus) content or media not otherwise available when each Rf ID enabled object is presented 

15 separately In addition, the bonus content or services can be changed over time by changing 
the media IDs associated with a given combination RFID tag content ID This may be done, 
for- example, by updating the content registry database as desired, such as through the 
administrator application or other suitable interface . As such, downloadable content can be 
changed dynamically through the DRM service provider oi network element 

20 Referring to FIG.. 15, like elements from other figures are illustrated and the RFID 

enabled media objects 14 and 46, in this embodiment contain RFID tags that have content 
identification information thereon that allows the downloading of media, such as songs, 
movies or other suitable media, based on a peiiodically changing media content list . As such, 
the digital audio and/or video playing system shown in FIG , 1 5 includes the RFID enabled 

25 media objects 44 and 46 or any other suitable objects that have an RFID tag coupled ther eto, 
as well as the trusted digital audio and/oi video media playing device 1 6. The digital r ights 
management service provider' 36 includes a controller such as one or more processing devices 
that carr ies out the operations as described above including providing the content registry 
administration interface 700 (see FIG. 7), the content matcher web service application 

30 oper ation 407 and with memory, provides the var ious databases and registr ies as previoiusly 
described It will be recognized that any ofhei suitable strnctuie may also be used as 
previously noted. In this example, the list is the contents/media mapping table in the content 
registry database 346 . To effect a Top 10 list based dynamic content feature^ a predetermined 
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numtei of media elements, such as the Top 10, vaiy as set forth in the contents/media 
mapping table in the content registry database 346 . 

The RFID enabled object 44, in this example, may be a Top 10 movie caid with 
indicia theieon indicating that it is a Top 10 movie caid or it may be a Top 10 song caid oi a 
5 Top 5 song caid or any other suitable RFID media object Similaily, the 3-D object 46 may 
be a lop 10 movie object. Top 10 song object. Top 10 album object oi any ofhei suitable 
RJFID enabled object as desired,. In this example an owner of tlie RFID enabled object 
pui chases a subsciiption foi the seivice. There may be for example, a one time fee that is 
paid to obtain the caid where aftei the car d may have a piedeteimined life span which may be 

1 0 monitored by the digital rights management seivice provider.. Any other suitable subsciiption 
seivice and operation may also be employed, The contiollei (FIG. 12) is responsive to RFID 
tag based information, such as content identification information, obtained by the digital 
audio and/oi video media playing device 16 and operates to facilitate access to immediate 
content associated with a periodically changing media content list. In this example, the 

15 controller is integrated as part of the digital rights management service providei 36, and 

pr ovides media identification infoimation such as URLs as desciibed ear liei so that the media 
playing device 16 can download the appropriate media fiom the media contents server 24 
Alternatively, if the controller is located as part of the media contents server 24^ the contiollei 
may facilitate access to media content by pi oviding the media content directly for download. 

20 The digital audio and/or video media playing device 1 6 then plays the audio and/or video that 
has been retiieved based on the periodically changing media content list , 

FIG . 16 illustiates a method for providing digital audio aiid/oi video content that 
includes, as shown in block 1600, r eceiving RFID tag based infoimation, such as content 
identification infoimation, from an RFID enabled media object As shown on block 1602, 

25 the method includes facilitating access to media content associated with a stored periodically 
changing media content list The method may then end by waiting for another led RFID tag, 

In this embodiment the media content providing device, such as DRM service 
providei 36 may also include memory that contains the content registry database 346 or other 
suitable memoiy that stores the periodically changing media content list The periodically 

30 changing media content list may be the same content/media mapping tables desciibed eaiUei 
which may be periodically updated for example, through the content registry administration 
interface 700 as previously described. 
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In addition, the contioUei may select the peiiodically changing media content list 
based on a deteimined geogiaphical location of a media playing unit,, poi example, instead of 
selecting a content identifier and associated indexed media ID based on a content ID, the 
contt oiler may instead use the playei ID associated with a media playing device, or any other 
5 suitable geogiaphical location indicatoi to select a paiticulai content ID Poi example, if the 
media playing device is a portable media playing device and embedded foi example, in a cell 
phone oi any othei suitable device that includes global positioning system infoimation oi any 
other suitable location infoimation, the location infoimation may be communicated in any 
suitable foim to the DRM seivice provider and a DRM seivice providei may then select a 
1 0 different content ID oi media instead of that identified by the content IX) read fiom the RIID 
device if desiied . 

The peiiodically changing media content list includes datai epr esentmg foi example, 
one of a predeteimined numbei of vai iable downloadable movies, a pr edeteimined number 
(such as 10, 5, oi any othei suitable numbei) of variable downloadable songs and a 
15 piedeteimined numbei of vaiiable downloadable music albums, or any othei suitable 
downloadable media. 

As previously described, the DRM seivice piovidei 36 includes the content legistiy 
administtation inteiface 700 which seives as a usei inteiface operative to allow periodic 
changing of the media content list, namely changing the media IDs associated with a given 
20 content identifier to effect changing of indexed content for download 

The controUei 1200 and hence the DRM seivice provider 36 is opeiative to send 
media identification infoimation represented in the stoied periodically changing media 
content lists, foi the trusted digital audio and/oi video media playing d.evice . 

Accoidinglyj enciypted media and a ttusted playing device may be used to piovide 
25 dynamic media content downloads for the same RFID enabled object . For example, a single 
media caid, ticket, 3-D object, article of clothing oi any othei suitable RFID enabled object 
provides a changing Top 10 list of songs, movies or any other suitable media For example, 
the card oi othei object may piovide the Top 10 songs fiom a national pop music chait fot a 
year, ot every week^ and if songs fall fiom the list oi are added to the list the contents egishy 
30 database is updated, such as by an opeiator, or any othei suitable fashion, to update tlie link 
of media identifiei s with the content ID associated with the RFID enabled object so that the 
same RFID enabled object provides dynamically changing media in a secuie mamiei. Othei 
advantages would be recognized by those having oidinaiy skill in the ait. 
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The above desciibed devices, systems and methods allow for example, owners of 
media objects to securely obtain access to online seivices and enciypted media for playing by 
the media playing device by simply placing the KFID enabled media object on or near the 
trusted RFID leadet enabled media playing device . No strings of chaiteis need to be enteied 
5 by a user to gain access to enciypted media and a secuie mechanism foi deliveiing and 
playing media content is piovided. In addition, inexpensive media objects such as movie 
tickets, conceit tickets, movie cards oi other objects can be used to obtain downloadable 
bonus media in a uset ftiendly mannei . The life of the media object (e.g., tickets etc.) may 
also be extended since the DRM seivice providei can dynamically change the media that is 

1 0 downloaded by any given content ID so that the same RFID enabled media object can be 
used to download diffeient media at different points in time. Poi example the same conceit 
ticket may allow downloading of different content before a concert versus aftei a concert- 
Other advantages will be recognized by those having ordinary skill in the art. 

Otliei embodiments are illustrated in FIGs 17-25 . PIG. 17 depicts a system in which 

15 collector merchandise is augmented by digital content and seivices A unique collector item^ 
shown as an RFID enabled collector object 1700, an autographed baseball ball contains an 
RFID tag When its owner places the ball on a media playing device, he can view the video 
of the baseball game in which the ball was used, an interview with the player, and dynamic 
link to an auction web site where the value of the ball is estimated and some similar articles 

20 as shown foi sale. 

FIG. IS depicts a game system in which placing a tagged RFID enabled figmine 1800 
close to an RFID reader enabled game console 1802 trigger s a game download and starts 
lunning the game The figurine acts as the physical representation of the player in the video 
game It is used in subsequent game sessions to log the user in and to store personal settings 

25 and high scoies, Today, video games can be downloaded oi come in a box with one or more 
CDs or DVDs and a user manual A single object (e g , figmine) materializing the game 
enhances the way players emotionally relate to the games they own For' example, the user 
buys a tagged warrioi figurine in a video game shop. When he places the warrior close to his 
enhanced game console, the console reads the RFID tag and starts downloading the game 

30 software of an online multi-player heroic fantasy game from a content server based on media 
ID'S from tlie DRM service provider 36, The game starts and the user plays a warrior 
character, as the figurine indicates One month later, the user decides to go back to the shop 
to buy an axe for his figurine as he cannot manage to find one in the digital game world . His 
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digital waiiioi gets an axe immediately in the video game after he physically places the KFID 
enabled axe in the figuiine's hand, because the axe confeins an RFID tag that links it to tlie 
digital game woild. The figmine includes an add-on object sensoi^ such as an optical sensoi, 
mechanical sensor oi othei suitable sensoi to sense when the RFID enabled add-on object is 

5 in the f igur ine ' s hand 

FIG. 19 depicts a system in which postcaids 1900 having embedded RFID tags 
provide access to media content (such as audio, video, and photos) and online seivices (such 
as access to a documentary web site) Foi example, a usei buys a postcaid in a hoIida>^ lesoit 
Aftei having written a message for a friend on the postcaid, he goes to the shop's kiosk. He 

1 0 l ecoids a video greeting message and selects a few digital pictiues of the landscape as well as 
a shoit documentaiy on the legion He then waves the card next to the kiosk (e.g. DRM 
setvet) that has an RFID wiitei that lecoids the necessaiy links to view the greeting aad posts 
it When the friend gets the postcaid, he can place the postcat d on the enhanced media, player 
to get instant access to the video message, the digital pictuies and the documentaiy . 

15 FIG, 20 depicts a system in which software license keys could be physically 

materialized by decoiative objects (e g, tagged figuiines) and sit next to RFID readei 
equipped computeis . The installed softwaie checks against the license key contained in the 
Rf ID tag 2000 Today's softwaie complexity and unpredictable secuiity flaws implies 
continuous software updates fbi licensees , Software licenses aie mostly invisible to 

20 consumeis (as they are digital oi take the form of dongles plugged at the back of computeis). 
The system increases usei awareness of license key piesence and limits illegal license 
copying and exchange For example, a figmine watchdog sitting next to a workstation 
symbolizes the fact that the woikstation is secure . Indeed^ the figurine contains a tag \vhich 
stores the license fox a daily updated antivirus software . The method foi secured access to 

25 software and dynamic updates is represented as follows: 
Get(Tag Info) from Media Player 
Media — Tagio + ContentjD 

Send(Media + Media Playexio) to DRM Service Provider- 
GetCPIaylistm + 2 Keys) from DRM Service Provider 
30 Send(PlaylistfD + 2 Keys) to Media Playing Device 

Get AugmentedMedia (PlaylistjD + S Keys) from Media service provider 
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FIG. 21 depicts a system in which a peisonal tagged object 2100 can be used to 
identify a user and pi ovide access to media content and services.. Useis can chose the foim of 
their authentication token rather than having anothei ciedit card. Por example, by placing his 
tagged wallet on tlie enhanced media playei, a user can instantly view his stock poitfolio . 
5 Combining this identification method with password and/oi biometi ic-based authentication,, 
he can place or ders and manage his accounts . The formula foi seemed access to a set of 
online personal services and content is represented as follows: 
Get(T'ag Info) fiom Media Player 
Media = TagiD + Content^ 
1 0 Send{Media H- Media Player id) to DRM Server 

Get(PlaylistiD + ^ Keys) from DRM Server Databases 
Send(PlayUstiD S Keys) to Media Player 

Get AugmentedMedia (PlaylistiD + £ Keys) fi om Media Service Provider 

f lG.. 22 depicts a system in which media objects can be used to engage the owner in 
games . The secme and dynamic aspect of the system enables lottery and betting applications.. 
For example, a luxury shop delivers payment receipts containing RFID tags Each RFID 
enabled receipt 2200 provides access to advertisement about items that aie similar to the ones 
that were bought. A monthly lottery is performed upon all the delivered receipts Customers 
who have kept their r eceipts can check at any time if one or then receipts has won the lottery . 
The formula for secured access to online lottery and betting services is as follows: 
Get( lag Info) fi om Media Player 
Media = TagiD + Contentro 
Send(Media + Media Player id) to DRM Server 
Get(PIaylistiD + 2 Keys) fiom DRM Server Databases 
Send(PlaylistTD + ^ Keys) to Media Player 

Get AugmentedMedia (PlaylistiD 2 Keys) fiom Media service provider 

PIG , 23 depicts a system in which users build a play list of media that can be accessed 
30 r emotely on a mobile device, by placing the desired tagged objects close to a fixed device 
equipped with an RPID reader , The fixed device and the mobile player are linked and 
communicate via a secure network . This system enables people to remotely access the 
content of their media objects without altering the overall secmity mechanism. Poi example, 
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the usei buys an RFID enabled mobile mi^ic playei,. The fixed device contains an RPID 
leadei also and is wiielessly connected to the netwoik. The usei places the fixed playei on a 
shelf at home. He owns sevemi media objects; he could play them on hts mobile playei by 
taking the objects with him, but he prefers to place the objects on tire fixed player and 
5 sequentially and physically builds a play list of media he can access anywhere and at anytime 
on his mobile player Eveiy time the mobile playei plays a music album» it wirelessly checks 
the presence of the con-esponding object on the fixed playei If the object is lemoved, the 
album is instantly removed fiom the play list. 

FIG. 24 depicts a system in which tagged objects are placed into object containers that 

10 are capable of reading embedded tags. The tag container concept enables tangible content 
management for end users For example, the user stores media objects on his personal shelf 
The shelf is coimected to his media playei" and peifoims dynamic inventoiy management of 
tiie media it contains . The media player provides relevant suggestions about products that 
might interest flie user based on the uset 's media collection. Fuitheimore, it informs the user 

15 when some new content has been added to one of his objects 

FIG,. 25 depicts a system in which specific tags are used as opeiatots These tags are 
used as instructions of a progiamming language to compose a procedure that is executed on 
an enhanced media playei or media composer Using RFID enabled objects as instruction 
metaphors enables creative human-computer interactions Artists would use an enhanced 

20 media composer to build content. Consumers use control tags to interface with their media 
players. For example, if a user wants to create a custom movie composed of several video 
sequences, rmisic tracks, and pointers to online content, he starts by waving an RFID enabled 
transparent box in front of the enhanced media composer . This box represents the 
placeholder for the final movie . He waves an RFID enabled white tr iangle, symbolizing a 

25 fade in effect Then he waves a tag containing the fiist video sequence; the video plays.. He 
waves a tagged pair of scissors to cut the video sequence , And then, a glue pot, followed by 
another tag r epr esenting the second video sequence to be appended to the movie,. When he 
reaches the last video sequence, he waves a tagged black triangle to trigger a fade out effect, 
The ti anspaient box now contains the custom movie,. 

30 It will be recognized that the ol der of the various steps descr ibed her ein may be 

performed rn any suitable or der and that the above detailed desci iptron of the invention and 
the examples descr ibed ther ein have been pr esented for the purposes of illustiation and 
description only and not limitation , It is therefore contemplated tliat the present invention 
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CLAIMS 

We claim: 

I . A method foi- selecting at least one digital media content fiom at least one media 
content sour ce, compi ising: 
5 selecting a mutual spatial ari angement of the RFID tags; 

receiving data repi esenting a pliu ality of content identifiers obtained fiom a 
pluiality of differ ent RPID tags; 

detecting said mutual spatial ariangement; and 

pioviding different digital media content in accordance with said aiiangement 

10 2 A method for obtaining at least one of digital media content and content fi om at least 
one content somce comprising: 

receiving first RJFID tag information fiom a first RFID tag enabled object; 
leceiving at least second RFID tag irrfoimation fiom at least a second RFBD 
tag enabled object; and 

1 5 using the fir st and second RPID tag information fiom both the first and second 

RFID tag enabled objects to determine whether a proper combination of RFID enabled 
objects are present. 

3 . The method of claim 2 wherein using the first and second RFID tag information fiom 
both the first and second RFID tag enabled objects includes compar ing the at least f hst and. 

20 second RFID tag information with an expected combination of desired RFID tag information 
and facilitating access to specific content when the combination of the at least first and 
second RFID tag information matches the expected combination of desir ed RFID tag 
information 

4. Ihe method of claim 2 iucluding determining whether the first and second RFID tag 
25 information fiom both the first and second RFID tag enabled objects have been received 

within an acceptable time period with respect to one another 

5 The method of claim 2 including receiving RFID r eader identification information 
associated with each of the first and second first and second RFID tag enabled objects and 
determining whether the fir st and second RFID tag information were read by at least one 
30 appropriate RFID tag reader, and facilitating access to specific content when the combination 
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of the at least fiist and second RFID tag hifoimation aie deemed to have been read by at least 
one appropriate RPID tag reader 

6 . The metliod of claim 2 including pioviding access to patticular media or content 
based on whether : 

5 the fiist and second RFID tag infoimation fiom both the first and second RFID 

tag enabled objects are leceived in a patticulai oi dei:. oi 

the fiist and second RFID tag infoimation aie in a desiied mutual spatial 

aiiangement. 

7 . Ihe method of claim 2 including stor ing data representing combination RJFID tag 
10 content identification information that identifies at least one of downloadable digital content 
and media corresponding to an expected combination of RFID enabled objects , 

8., The method of claim 7 wherein the stored data representing combination RFID tag 
content identification infoimation identifies downloadable content or media that is differ ent 
fiom stored content identification information associated with each of the RFID tags 
1 5 infoimation individually 

9 . A method for selecting digital media content fiom at least one media content sour ce 
compiising: 

receiving data repr esenting a plur ality of content identifiers obtained fiom a 
plurality of different RFID tags associated with a plurality of RFID enabled media objects; 
20 and 

providing different combinations of media for downloading depending on the 
combination of different received content identifiers. 

10, The method of claim 9 including pr oviding access to particular media content based 
on whether the phnaliti' of different RFID tags and are presented to at least one RFID tag 

25 reader in a particular or der . 

1 1 .. The method of claim 9 including providing access to paiticulai media content based 
on whether the plurality of content identifiers are received in a particular order . 

12 . The method of claim 9 including storing data representing combination content 
identifiers that identifies at least one of downloadable digital content and media 
30 corresponding to an expected combination of RFID enabled objects. 
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13 ,. The method of claim 12 wherein the stored data i epi esenting combination content 
identifiers identifies downloadable content oi media that is different fiom stored content 
identification infoimation associated with each of the content identifiers individually. 

14 . A method for obtaining at least one of digital media content and content from at least 
5 one content source comprising 

contactlessly reading a plurality of RPID tags associated with a plurality of 
RFID enabled objects to obtain a plurality of RPID tag information; 

deteimining whether each of the lead pluiality of RFID tag infoimation has 
been r ead within a suitable time per iod with r espect to each othei and if so, 
10 sending the read plurality of RFID tag infoimation fpr receipt by a content 

delivery authorization unit to determine if downloadable content is available for download 
that is based on the specific combination of r ead RFID tag information 

15 , The method of claim 14 including r efraining from sending the read plurality of RFID 
tag information foi leceipt by the content delivery author ization unit and providing user 

1 5 feedback infoimation indicating that the combination of RFID enabled objects were not 
appioved. 

1 6 T he method of claim 1 4 including pi esenting user infoimation indicating that a 
plmality of RFID enabled objects have been detected . 

1 7 . The method claim 14 including: 
20 obtaining particular media content or content based on the particular 

combination of the plmality of RFID tag infoimation; and 

playing the obtained media content using a media playing device. 

18 A netwoik element compi ising: 

a communication inteiface operative to receive, via a communication link, first 
25 RFID tag information fiom a first RFID tag enabled object, and at least second RFID tag 
infoimation fiom at least a second RFID tag enabled object; and 

a controUei, opeiatively coupled to the communication interface^ and 
operative to use the first and second RFID tag infoimation fiom both the first and second 
RFID tag enabled objects to determine whether a proper combination of RFID enabled 
30 objects have been presented to an RFID reading device , 
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19. The network element of claim 1 8 whei-ein the conti oUei is opei ative to compaie the at 
least ih'St and second RFID tag infoimation with an expected combination of desired RFID 
tag infoimation and outputs specific content identification infoimation for communication by 
the communication inteiface when the combination of the at least fiist and second RFED tag 
5 information matches flie expected combination of desired RFID tag infoimation. 

20 The network element of claim 18 wherein the controller includes timing logic 
operative to determme whether the first and second RFID tag information flora both the first 
and second RFID tag enabled objects have been received within an acceptable time per iod 
with respect to one another 

10 21 The network element of claim 18 wherein the conti oiler receives RFID reader 

identification infoimation associated with each of the first and second first and second RFID 
tag enabled objects and determines whether the first and second RFID tag information were 
r ead by at least one appi opr late RFID tag reader, and facilitating access to specific content 
when tlie combination of the at least first and second RFID tag information are deemed to 

1 5 have been r ead by at least one appr opr iate RFID tag reader .. 

22. The network element of claim 18 wher ein the controller pr ovides digital rights 
management and wherein the controller provide combination RFID tag content identification 
information for a content playing unit so that the content playing unit can access to particular 
media or content based on whether the f nst and second RFID tag information fr om both the 
20 fust and second RFID tag enabled objects are received in a particular order . 

23 The network element of claim 1 8 including memory that stores data representing 
combination RFID tag content identification information that identifies at least one of 
downloadable digital content and media corr esponding to an expected combination of RFID 
enabled objects. 

25 24. The network element of claim 23 the stored data repr esenting combination RFID tag 
content identification information identifies downloadable content or- media that is different 
from stored content identification information associated with each of the RFID tags 
infoimation individually. 
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